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PRIVACY NOTICE 

on the processing of personal data in the context of the COVID-19 Green Certificate 
verification at the EASO operational office in Italy  

 

1. Introduction  

The European Asylum Support Office (hereinafter “EASO” or “the Agency”) is committed to protect 
your personal data and to respect your privacy. EASO collects and further processes personal data 
pursuant to Regulation (EU) 2018/1725 of the European Parliament and of the Council of 23 October 
2018 on the protection of natural persons with regard to the processing of personal data by the Union 
institutions, bodies, offices and agencies and on the free movement of such data and repealing 
Regulation (EC) No 45/2001 and Decision No 1247/2002/EC1 (hereinafter “the EUDPR”). 

This privacy statement explains the reason for the processing of your personal data in the context of 
the COVID-19 Green Certificate verification at the EASO operational office in Italy, the way we collect, 
handle and ensure protection of all personal data provided, how that information is used and what 
rights you have in relation to your personal data. It also specifies the contact details of the responsible 
Data Controller with whom you may exercise your rights, the Data Protection Officer (DPO) and the 
European Data Protection Supervisor (EDPS). 

 

2. Why and how do we process your personal data?  

EU Digital COVID-19 Certificates are issued by public health authorities in the EU Member States in 
conformity with the requirements laid down in the Regulation (EU) 2021/953 of the European 
Parliament and of the Council of 14 June 2021 on a framework for the issuance, verification and 
acceptance of interoperable COVID-19 vaccination, test and recovery certificates (EU Digital COVID 
Certificate) to facilitate free movement during the COVID-19 pandemic2.  

The State of Emergency declared by the Italian government has been extended until 31 December 
2021 and the EU Digital COVID-19 Certificate (“Green Certificate”) will be mandatory to access the 
workplace, for both private and public sector workers, as of 15 October 2021 onwards by virtue of the 
Law Decree n° 127 of 21 September 2021 issued by the Italian Government.  

In the light of its duty of sincere cooperation with the Member States’ authorities, EASO intends to 
adhere to this temporary mitigation measure against the risk for COVID-19 infection in the workplace 
in alignment with the applicable Italian legislation. 

As from the date indicated above therefore, the COVID-19 Green Certificate of every person accessing 
its operational office in Italy, i.e. both personnel working on the premises (statutory staff, Seconded 
National Experts [SNEs], temporary agency workers, external remunerated experts, service providers) 

                                                             
1. OJ L 295, 21.11.2018, p. 39-98. 
2. OJ L 211, 15.6.2021, p. 1-22. 
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and visitors, shall be duly verified at the entrance of the relevant building premises prior to granting 
such access.  

The sole purpose of the COVID-19 Green Certificate verification process is to grant personnel and 
visitors access to the EASO operational office in Italy and the verification data is therefore not used 
for any other unrelated purpose. Upon verification of the validity of the COVID-19 Green Certificate, 
access to the building premises of the EASO operational office in Italy shall be granted to the certificate 
holder.  

The COVID-19 Green Certificate verification process shall be performed using the “VerificaC19” 
application (app) developed by the Italian authorities to verify the validity and authenticity of the 
COVID-19 Green Certificates. The VerificaC19 app will be downloaded and installed locally on 
dedicated devices to be provided to the persons in charge of the verification process. You may find 
more information on the workflow of the VerificaC19 app here, whereas the relevant legal notice may 
be consulted here. 

 

3. What is the legal basis for processing your personal data?  

The processing of personal data in the context of the COVID-19 Green Certificate verification process 
is lawful under Article 5(1) point (a) and (b) of the EUDPR given that it is “necessary for the performance 
of a task carried out in the public interest or in the exercise of official authority vested in” EASO as well 
as “for compliance with a legal obligation” incumbent on the Agency. 

Insofar as the COVID-19 Green Certificate might involve processing of sensitive (health) data, such 
processing is lawful under Article 10(2) point (b), (g) and (i) of the EUDPR given that it is “necessary for 
the purposes of carrying out the obligations and exercising specific rights of the controller […] in the 
field of employment […] authorised by Union law” as well as “for reasons of substantial public interest”, 
including “reasons of public interest in the area of public health”. 

More specifically, EASO is bound to ensure, by virtue of Article 1e(2) of the Staff Regulations3 
(applicable to temporary and contract staff by virtue of Articles 10(1) and 80(4) of the CEOS 
respectively ) that its (statutory) staff in active employment “shall be accorded working conditions 
complying with appropriate health and safety standards”.  

Moreover, EASO considers it appropriate to also apply, as of 15 October 2021 onwards, the temporary 
mitigation measure against the risk for COVID-19 infection introduced by the Italian government to its 
operational office in Italy in line with its duty of sincere cooperation with the authorities of the EU 
Member States, including in particular those on the territory of which it has its operational offices (like 
Italy), pursuant to Article 4(3) of the Treaty on the European Union4 and in an effort to minimise as 
much as possible the health risks arising from COVID-19 infection transmission in the workplace. 

In the light of the above, the Decision of the Executive Director of EASO of 14 October 2021 on the 
“COVID-19 Green Certificate” obligation for accessing EASO operational office in Italy5 has been 
issued. 

                                                             
3. Staff Regulations of Officials of the European Union (hereinafter “Staff Regulations”) and Conditions of Employment of 
Other Servants of the European Union (hereinafter “CEOS”), laid down by Council Regulation (EEC, Euratom, ECSC) No 
259/68, OJ L 56, 4.3.1968, p. 1, as last amended by Regulation (EU, Euratom) No 1023/2013 of the European Parliament and 
of the Council of 22 October 2013, OJ L 287, 29.10.2013, p. 15. 
4. Consolidated version of the Treaty on European Union, OJ C 326, 26.10.2012, p. 13-390. 
5. Ref. number EASO/EDD/2021/132. 

https://play.google.com/store/apps/details?id=it.ministerodellasalute.verificaC19&hl=en_US&gl=US
https://www.dgc.gov.it/web/pn.html
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4. Which personal data do we collect and further process? 

In principle, as any EU Digital COVID-19 Certificate, Green Certificates may attest the vaccination 
status of the holder, the result of a COVID-19 PCR/antigen test that the holder has taken, or evidence 
of a prior COVID-19 infection of the holder, so they contain sensitive (health) data relating to the 
holder. 

Nevertheless, the COVID-19 Green Certificate verification process shall be performed by scanning the 
certificate QR code through the use of the VerificaC19 app.  

The scanning of the QR code of the COVID-19 Green Certificate solely aims to provide a confirmation 
of the validity of the certificate by verifying its authenticity through the use of the public key signing 
the certificate to decode the information contained therein6 (decentralised verification of digitally 
signed certificate without further processing of data), whereas on the screen of the scanning device 
only the following information appears: the name, surname and date of birth of the certificate holder, 
the unique identifier of the certificate and data concerning its actual validity and authenticity. 

The persons in charge of the verification process may request to be provided with a valid identity 
document on the part of the certificate holder for the purpose of verifying the correspondence of the 
personal data present in the document with those displayed by the VerificaC19 app.  

 

5. How long do we keep your personal data? 

No (personal) information is retained in the context of the COVID-19 Green Certificate verification 
process. No (personal) data is stored or recorded on the device(s) used for the scanning of the QR 
code of the certificates or on the VerificaC19 app itself. 

 

6. Who has access to your personal data and to whom is it disclosed? 

The (personal) data collected in the context of the COVID-19 Green Certificate verification process is 
only accessible to persons duly appointed to perform such process from amongst the personnel of the 
Agency’s operational office in Italy and is not further shared internally nor transferred to external 
recipients outside EASO.  

As far as temporary agency workers are concerned, EASO shall duly and timely inform the temporary-
work agency (direct employer) of instances of non-compliance with the obligations introduced by 
means of the above-mentioned Decision of the Executive Director to allow the temporary-work 
agency to comply with the applicable national law. The same shall apply to personnel supplied by 
service providers in the context of a contract concluded with EASO. Nevertheless, no sensitive (health) 
data relating to the potential vaccination or infection status of the individual concerned shall be 
transmitted by EASO to the temporary-work agency or to the relevant service provider. 

 

                                                             
6. The VerificaC19 app applies the rules provided for the verification of the expiry date of the certificate in relation to the 
type of certificate (vaccination, negative COVID-19 PCR/antigen test and recovery from prior infection) and its date of issue. 
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7. How do we protect and safeguard your personal data? 

No (personal) data is retained in the context of the COVID-19 Green Certificate verification process. 
Moreover, access to the personal data identified above will be restricted to duly authorised personnel 
working on the premises of the EASO operational office in Italy who have been specifically designated 
to carry out the verification process on the basis of the role (security, reception desk) they perform 
within the Agency and are bound by the duty of confidentiality. 

 

8. Do we transfer any of your personal data to third countries or international organisations (outside 
the EU/EEA)?  

No personal data is sent to a third country or an international organisation outside the EU/EEA in the 
context of the COVID-19 Green Certificate verification process.  

 

9. Does this processing involve automated decision-making, including profiling?  

EASO shall ensure, as far as possible, that the COVID-19 Green Certificate verification process is not 
based solely on automated processing of your personal data by providing for meaningful human 
involvement during the verification process. Human intervention shall be guaranteed on the part of 
the Data Controller for the purpose of resolving any technical issues that may arise during the 
verification process and ensuring that the automated reading of the data by means of the certificate 
QR code scanning is not erroneous.  

 

10. What are your rights as a data subject and how can you exercise them? 

According to the EUDPR, you are entitled to access your personal data and to rectify it in case the data 
is inaccurate or incomplete. If your personal data is no longer needed by EASO or if the processing 
operation is unlawful, you have the right to erase your data. Under certain circumstances, such as if 
you contest the accuracy of the processed data or if you are not sure if your data is lawfully processed, 
you may ask the Data Controller to restrict the data processing. You may also object, on compelling 
legitimate grounds, to the processing of data relating to you. Additionally, you have the right to data 
portability which allows you to obtain the data that the Data Controller holds on you and to transfer 
it from one Data Controller to another. Where relevant and technically feasible, EASO will do this work 
for you. 

If you wish to exercise your rights, please contact the Data Controller, i.e. the Head of the EASO 
Operational Office in Italy ad interim, by sending an e-mail to itucp.datacontroller@easo.europa.eu.  

You may always submit queries, remarks or complaints relating to the processing of your personal 
data to the Data Protection Officer (DPO) of EASO by using the following e-mail address: 
dpo@easo.europa.eu.  

In case of conflict, complaints can be addressed to the European Data Protection Supervisor (EDPS) 
using the following e-mail address: edps@edps.europa.eu.  

 

mailto:itucp.datacontroller@easo.europa.eu
mailto:dpo@easo.europa.eu
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